Research in symmetric cryptography in the last few years is mainly driven by dedicated high-profile open competitions such as the ongoing CAESAR initiative for authenticated ciphers. To get a good view on the security of the various submissions, dedicated cryptanalysis as well as automatic tools are needed to evaluate them.
Recently, Aumasson et al. presented a framework to automatize parts of the the security analysis of the CAESAR candidate NORX regarding differential cryptanalysis. The goal of this project is to adapt and extended this toolbox for application to MORUS.
Goals and Tasks
Understand differential and linear cryptanalysis Get used to the existing framework Adapt and optimize it to attack MORUS 
